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Ambience 2021 Administrator Guide

1. Introduction

This guide describes the tasks that administrators may need to perform.

The tasks of an administrator may include the following:

Deploy licence

Set up roles and users

o Create identity

o Create role

o Create user

o Assign privileges

Set up email server

Set up authentication

o External authentication

o Time-based One-time Password (TOTP) Two-factor Authentication (2FA) (see page 25)
Configure Horizontal Scalability using Nginx

Refer to the following websites for more information:

http://docs.elixirtech.com/Ambience/2021/index.html
www.elixirtech.com
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2. Deploy Licence

When the Ambience 2021 is initially installed, it comes with a default licence. This default licence
allows a minimal set of modules and does not has an expiration date.

To access to other modules in Ambience 2021, a new licence needs to be imported into
Ambience 2021. This new licence has an expiration date and need to be replaced before the
expiry, or Ambience 2021 will fall back to the minimal set of modules.

There are two methods to import the licence, either by using the Ambience 2021 interface or by
using the Ambience command line interface. This method is useful during setup as you can install
the licence before starting the server, hence avoiding the need to stop and restart.

To import a licence using Ambience 2021 interface:

1. From the “Service Chooser” page, select the “Licence Deployer” in the “Administration” panel.
If Ambience is initially installed and logged in for the first time, step 2 will appear directly.

%\ﬁBIENCE Service Chooser

= Identities
@’ Licence Deployer
@ Privileges

- Users

2. The “Licence Deployer” page will appear, along with the “Deploy Your Licence” dialog box.

AMBIENCE @i Licence Deployer =

Upload your licence file, ElixirAmbience licence, before you can
deploy to server. If you need a new licence, please send an email
request to sales@elixirtech.com.

#
Reset Deploy Licence _

3. Click on the “Upload Licence File” button and browse to the location of the licence file
(ElixirAmbience.licence). Click on the “OK” button to upload the licence file.

Upload Licence

File Browse... ' No file selected.

4. Upon successful upload, a message will appear.

Upload Completed.
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5. The details of the uploaded licence will appear in the dialog box, ready to be deployed.

Deploy Your Licence

Validated Uploaded Licence, ready to deploy.

product: "Elixir Ambience"
major-version: 5
info: "Licence for "
expires: "2021-01-01"
module-expires {

default: Never
}

licence-key:

"MDOCHCWMpO2EPrGC210x0IpG+HBjDS6RILeTTmz PQDWCHQCEKS 0BOE2HM
1£I3I8ywIosvNHBgddaMtgxrsbz”

Cancel - Deploy Licence  Upload Licence Fie.
6. Atthis stage, you can either deploy the uploaded licence or cancel the deployment.

e Click on the “Cancel” button to abort the deployment. A message will appear indicating the
cancellation.
. R
Licence deployment is
cancelled.

e Click on the “Deploy Licence” button to deploy the licence to the server. A message will
appear after the licence has been deployed to the server.

~

®
Licence is deployed, server
restart is needed for it to take
effect. Please map any new
privileges to user to see the
new modules.

7. After the licence has been deployed to the server. Restart the server for the licence to take

effect. The new modules will appear in the “Service Chooser” page according to the uploaded
licence.

To import a licence using Ambience 2021 command line interface:

1. Open a terminal window and navigate to the Ambience 2021 main folder, then navigate to the
“bin” folder.

2. Inthe command line, key in the following command:

ambience-cli deploy-licence <path of ElixirAmbience.licence file>

3. The command line window will display messages indicating the successful deployment.

&8 Command Prompt
C:\Users\Ambience 262@\bin>ambience-cli deploy-licence C:\ElixirAmbience.licence
Config using defaults

.147 INFO com.elixirtech.mongodb.MongoDB - MongoDB ambience Serial=1

152 INFO com.elixirtech.mongodb.MongoDB - Building MongoDB Client starting (com.elixirtech.mongodb.DefaultMong]
MongoClient:33)

22.407 INFO com.elixirtech.mongodb.MongoDB - Building MongoDB Client elapsed time 252ms
408 INFO com.elixirtech.mongodb.MongoDB - Opening database: ambience
14:48:22.524 INFO ambience.cli.Deploylicence - Licence Deployed
C:\Users\Ambience 2020\bin>

4. Restart the server to allow the new licence to take effect.
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3. Setup Roles and Users

In Ambience 2021, privileges are access rights to a particular module or functionality. A role is a
set of privileges customized to perform a certain function. Roles or extra privileges are assigned
to users. End-users will see roles but not privileges.

The administrator can manage the users and roles using the following modules in Ambience

2021:

Identities
Users
Roles
Privileges

Below is the workflow for creating a user.

Start
¢ ¥
Create Role Create |dentity
¥ ¥
Add privileges
16 Feiles Create User

Iz
role required 7

A

privileges

3 August 2021
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3.1. Privileges
The Privileges module provides a simple interface to manage privileges.

Privileges are access rights to interface modules. By default, privileges used by all
standard Ambience modules are listed. If there are custom Ambience modules, adding
privileges used by those modules is to be done through this interface. Hence, most users
will not need access to this module, except technical users and system administrators.

Modules require certain privileges to be present, for example, mod-dashboard. If you
delete mod-dashboard then nobody will be able to view dashboards. Therefore, it is not
advisable to rename or delete any existing standard ones, only to create or manage new
custom ones. Ambience 2021 modules will automatically recreate any required privileges
when the server is next started. So, if a privilege is accidentally deleted (and too late to
undo), you can recover by restarting the server. It is also a good idea to prefix custom
modules with a unique prefix, for example, abc-custom-privilege, rather the use mod- to
avoid clashes if future Ambience releases include new -mod- privileges.

This module allows you to add, edit and delete privileges.
3.1.1. Add Privilege
Use the following steps to add a privilege:

1. Click on the = “Services” icon on the upper right corner of the page and select
“Service Chooser”.

%\aBIENCE Service Chooser

!

2. Inthe “Service Chooser” page, select “Privileges” in the “Administration” section.

%\ﬁBIENCE Service Chooser 2 EQ]
[ e

@ Dashboards # API Tokens admin 3122/2021 19:49:38

) ) SequenceETL Test Failed
il* Data Mixers B Audit Logs
admin 71712020 9:0:20

£ Datasets <% Dashboard Views XMLReaderETL Test Failed

o= Downloads 1 peveloper

* ETL Event Logs

2 Exports = Identities

% Forms 9 Licence Deployer

2 GIS Explorers == Ownership

+ Imports @ Privileges

22 Layouts ‘& Roles

& Messages O System Lifecycle

#4 Record Editors B2 Themes

*% Recycle Bin - Users

& Repository

= Scheduler

& System Information

A lolaad
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3. The “Privileges” page will appear.

%\ﬁBIENCE ¥ Privileges 2 E@
Search | > - -
Name Description Actions
mod-api-tokens Allows APl Token Management Access £ T
mod-audit-log-viewer Allows Audit Log Viewer Access T
mod-banner Allows Banners Access £ T
mod-dashboard Allows Dashboard Engine Access r
mod-dashboard-edit Allowed to edit dashboards £ T
mod-dashboard-views Allows Dashboard Views Access 4 | |
mod-dashboards Allows Dashboard Management Access £ 0
mod-dashboards-edit Allowed to edit dashboard metadata (eg. role access) Y
mod-data-mixer Allows Data Mixer Access £ 7
mod-data-mixers Allows Data Mixer Management Access r 2l
mod-datasets Allows Dataset Management Access e
mod-deep-learning Allows Deep Learning Management Access i

mod-developer Allows Developer Module Access £ T

4. Click on the “Add” button on the upper right corner of the page to add a new
privilege.

Add e carcl

Properties

Name

Description

5. Inthe “Add” panel, key in the following:

e “Name” field — Key in a unigue name for the new privilege
o “Description” field — Key in a brief description of the new privilege

6. Click on the “Save” button to add the new privilege.
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Use the following steps to add a privilege:

Ambience 2021 Admin Guide

1. Inthe “Privileges” page, click on the # “Edit” icon under the “Actions” icon
corresponding the desired privilege.

%\aBIENCE ¥ Privileges 2 Eq
Search | - -
Name Description Actions
mod-api-tokens Allows API Token Management Access £ T
mod-audit-log-viewer Allows Audit Log Viewer Access £ T
mod-banner Allows Banners Access £ T
mod-dashboard Allows Dashboard Engine Access £ T
mod-dashboard-edit Allowed to edit dashboards Y 2l
mod-dashboard-views Allows Dashboard Views Access £ T
mod-dashboards Allows Dashboard Management Access £ 7
mod-dashboards-edit Allowed to edit dashboard metadata (eg. role access) r
mod-data-mixer Allows Data Mixer Access r Al
mod-data-mixers Allows Data Mixer Management Access £ 7
mod-datasets Allows Dataset Management Access r
mod-deep-learning Allows Deep Learning Management Access £ T

mod-developer Allows Developer Module Access Y A
2. The “Edit” panel will appear.
et o ol

‘ Properties

Name
| mod-api-tokens

Description
|Allﬂws API Token Management Access

3. Make the necessary change and click on the “Save” button to save the changes.

3.1.3. Delete Privilege

To delete a privilege, click on the ™ “Delete” icon under the “Actions” column
corresponding to the desired privilege.

There is an option to undo the deletion. A notification with an “Undo” button appears
after clicking on the “Delete” icon.

®
Privilege append deleted

Undo

Upon clicking on the “Undo” button, the deleted user is restored and is added back to
the list of privileges.
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3.2. Roles

The Roles module provides a simple interface to manage user roles. Privileges or access
rights to the different Ambience modules can be grouped together into roles. Adding a
user to a role collectively grants the privileges to the said user. This is particularly useful
and makes it easy to maintain when there are two or more users requiring the same set
of privileges.

The “Least Privilege” mindset should be considered from a server hardening point of
view. It is best to define roles with the least privilege to do the job. For ease of setup and
evaluation, the initial admin user is given all privileges, but this should be limited in any
real-world deployment. However, ensure that one user does have permission to access
Roles and Users modules, else it is possible to “lock yourself out” when nobody has
sufficient privilege to configure roles.

This module allows you to add, edit and delete roles.
3.2.1. Add Role
Use the following steps to add a new role:

1. Click on the = “Services” icon on the upper right corner of the page and select
the “Service Chooser”.

%\aBIENCE Service Chooser

2. Inthe “Service Chooser” page, select “Roles” in the “Administration” panel.

%\ﬁBIENCE Service Chooser 2 EQ]
e

4 Dashboards ® API Tokens admin 31222021 19:49:38

) ) SequenceETL Test Failed
il* Data Mixers B Audit Logs
admin 7/712020 9:0:20

£ Datasets &% Dashboard Views XMLReaderETL Test Failed

o= Downloads H peveloper

* ETL Event Logs

2 Exports = Identities

= Forms of Licence Deployer

2 GIS Explorers == Ownership

# Imports @ Privileges

i3 Layouts ‘& Roles

& Messages O System Lifecycle

#4 Record Editors B2 Themes

%¢ Recycle Bin - Users

"= Repository

™ Scheduler

§ System Information

A loload
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3. The “Roles” page will appear.

A : @

AMBIENCE Ll . Q
s . st et
Name Description Privileges Actions ”

mod-dashboard, mod-dashboard-edit, mod-dashboard-views,
mod-dashboards, mod-dashboards-edit, mod-datasets, mod-
download, mod-etl, mod-etl-designer, mod-events-log-viewer,
mod-export, mod-gis-explorer, mod-gis-explorer-edit, mod-gis-
explorers, mod-gis-explorers-edit, mod-identity, mod-import,
mod-layout-report-edit, mod-layout-reports, mod-lifecycle,

Administrator System administrators (all privilege are granted) mod-messages, mod-ownership, mod-ownership-admin, mod- ~ #
privileges, mod-record-editors, mod-record-editors-edit, mod-
roles, mod-scheduler, mod-scheduler-calendar, mod-service-
chooser, mod-themes, mod-upload, mod-user-settings, mod-
users, mod-viz, mod-viz-edit, mod-viz-interactive, mod-viz-
interactive-edit, mod-workflow, mod-workflow-edit, mod-
workflows, mod-workflows-edit

Intemalu Staff wh ted to h don mod-dashboard, mod-dashboard-edit, mod-dashboard-views, -
niematser Who are expecied to have read-only 8cCess r,4_gashboards, mod-dashboards-edit, mod-datasets
TechnicalUser Analysts and egineers mod-api-tokens, mod-dashboard, mod-dashboard-edit, mod- P

dashboard-views

4. Click on the “Add” button on the upper right corner of the page to add a new role.
The “Add” panel will appear.

Add save Cancel
Properties Privileges Users with this Role
- ELEd wns
-api-1 ~ UserA B

Description [ mod-api-tokens a

[J mod-audit-log-viewer [ UserB

) mod-banner [ UserD

[ mod-dashboard [ UserTest

) mod-dashboard-edit [ admin

[ mod-dashboard-views v [ admin-test .

5. Inthe “Add” panel, key in and select the following:

o “Properties” section:

o “Name’ field — Key in a unique name for the new role
o “Description” field — Key in a brief description for the new role
¢ “Privileges” section — Selects the desired privileges for the new role

e “Users with this Role” section — Selects the desired users for the new role

6. Inthe last two sections, you can use the search function at the top of each
respectively section to search for the desired privilege or users. You can also use
the “Select All”, “Select None” and the “Invert Selection” icons to aid your
selection.

7. Click on the “Save” button on the upper right corner of the page to add the new
role.
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3.2.2. Edit Role

Use the following steps to edit a role:

1. Inthe “Roles” page, click on the # “Edit” icon under the “Actions” column
corresponding the desired role.

= : ®

AMBIENCE * Roles : Y

Search - Add Refresh
Name Description Privileges Actions ~

mod-dashboard, mod-dashboard-edit, mod-dashboard-views,
mod-dashboards, mod-dashboards-edit, mod-datasets, mod-
download, mod-etl, mod-etl-designer, mod-events-log-viewer,
mod-export, mod-gis-explorer, mod-gis-explorer-edit, mod-gis-
explorers, mod-gis-explorers-edit, mod-identity, mod-import,
mod-layout-report-edit, mod-layout-reports, mod-lifecycle,

Administrator System administrators (all privilege are granted) mod-messages, mod-ownership, mod-ownership-admin, mod- ~ #

privileges, mod-record-editors, mod-record-editors-edit, mod-

roles, mod-scheduler, mod-scheduler-calendar, mod-service-

chooser, mod-themes, mod-upload, mod-user-settings, mod-

users, mod-viz, mod-viz-edit, mod-viz-interactive, mod-viz-

interactive-edit, mod-workflow, mod-workflow-edit, mod-

workflows, mod-workflows-edit

mod-dashboard, mod-dashboard-edit, mod-dashboard-views, -

mod-dashboards, mod-dashboards-edit, mod-datasets *

mod-api-tokens, mod-dashboard, mod-dashboard-edit, mod- -

dashboard-views ’

InternalUser Staff who are expected to have read-only access

TechnicalUser Analysts and egineers

2. The “Edit” panel will appear.

sme cance
Properties Privileges Users with this Role
v LLEJ LLEJ
. ~ ~

Description mod-api-tokens UserA
System administrators (all privilege are granted) mod-audit-log-viewer UserB

mod-banner [ UserD

mod-dashboard [J UserTest

mod-dashboard-edit admin

mod-dashboard-views v [J admin-test v

3. Make the necessary changes and click on the “Save” button to save the changes.
3.2.3. Delete Role

To delete a role, click on the ™ “Delete” icon under the “Actions” column
corresponding to the desired role.

There is an option to undo the deletion. A notification with an “Undo” button appears
right after clicking on the “Delete” icon.

r ~

®

Role SuperUser deleted

Undo

Upon clicking on the “Undo” button, the deleted user is restored and is added back to
the list of roles.
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3.3. Identity

People need to be identified (authenticated) before they can be authorised to use all the
different modules in Ambience 2021. If you already have an authentication system, such
as an SSO, LDAP or Active Directory, then it is possible to use that as the authentication
mechanism. However, if you do not have a mechanism, or want to keep Ambience
separate, an identity module is provided which handles the authentication part of the login
process. This identity management system is built upon OAuth2, which is what makes it
possible to plug in alternate authentication providers.

The Identities module provides a simple mechanism for authentication (determining who
is logging in). The Users module provides the corresponding mechanism for authorisation
(determining what each authenticated user can access).

The Identities module provides a simple interface to manage user identities. Once the
user identity has been created, it can be assigned roles and privileges through the Users
module.

The functions of the Identities module are:

Add identity

Upload a list of identities
Enable/disable identity

Edit details of identity

Reset password of an identity

3.3.1. Add Identity

Use the following steps to add an identity:

1. Click on the = “Services” icon on the upper right corner of the page and select
the “Service Chooser”.

%\‘ﬁBlENCE Service Chooser

l

2. Inthe “Service Chooser” page, select “Identities” in the “Administration” panel.

%\aBIENCE Service Chooser 2 {@
e

@k Dashboards # API Tokens admin 3122/2021 19:49:38

) ) SequenceETL Test Failed
it Data Mixers B Audit Logs
) admin 71712020 9:0:20

= Datasets + Dashboard Views XMLReaderETL Test Failed

o= Downloads 1 peveloper

I ETL Event Logs

2 Exports =7 Identities

=% Forms of Licence Deployer

2 GIS Explorers == Ownership

& Imports @ Privileges

2% Layouts ‘& Roles

& Messages O System Lifecycle

#4 Record Editors B2 Themes

%% Recycle Bin - Users

= Repository

™ Scheduler

i System Information

2 liolaod
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3. The “Identities” page will appear.

o £ Identities N =(®)
AMBIENCE 4
Searn . st Rt U
Name Emall 2FA Enabled Actions
admin admin@example.com v v re 1 hi
another another@example.com x x s o0
test test@example.com x v ra. 2l
ul ul@example.com x v .2
u2 u2@example.com x v £ 5T
userC userc@example.com x v rax. 2l

4. To add a new identity, click on the “Add” button at the upper right corner of the
page. The “Add” page will appear.

Ada e cance

Name

Email

Enabled
5. Inthe “Add” panel, key in the following:

“Name” field — Key in a unique name
“Email” field — Key in an email of the new identity
“Enabled” field — Ensure it is selected

6. Click on the “Save” button at the upper right corner of the panel to add the new
identity.

3.3.2. Upload Identity
Instead of adding users one at a time, you can upload a list of users using a file.
Use the following steps to upload identities:

1. Inthe “Identities” page, click on the “Upload” button at the upper right corner of

the page.

A = Identities N =(®)

AMBIENCE )

seac o . it Rt Uposd
Name Emall 2FA Enabled Actions
admin admin@example.com v v rE 1 i
another another@example.com x ® . 2l
test test@example.com *® v .2l
ut ul@example.com x v ST
u2 u2@example.com x v rae. 2l
userC userc@example.com x v . 2l

2. The “Upload Identities” dialog box will appear.

Upload Identities

File | Browse... No file selected.

3. Browse to the location of the desired file and click on the “OK” button.
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4. Upon successfully uploading, a notification will appear.
. .
Upload Completed

5. If there is any conflict during uploading, for example, identity already exist, an
error message will appear and the action will be aborted.

(<]
Add failed. These names
exist already: ud

Edit Identity

3.3.3.
The “Edit” function allows you to change the details of the identity.
Use the following steps to edit an identity:
1. Inthe “Identities” page, click on the # “Edit” icon in the “Actions” column
corresponding to the desired identity.
%\aBIENCE = Identities 2 {q
Search | ex & - - -
Name Emall 2FA Enabled Actions
admin admin@example.com v v re. .1 i
another another@example.com x x . 2l
test test@example.com x v rax 2l
ut ul@example.com x v rax. 2l
u2 u2@example.com x v rax. 2l
userC userc@example.com x @ . 2
2. The “Edit” panel will appear.
Edit Save Cancel
Name  userC
Email  userc@example.com
Enabled
3. Make the necessary changes to the identity. You can also enable or disable the
identity in this panel.
4. Click on the “Save” button on the upper right corner of the panel.
3.3.4. Delete Identity
You can remove a user from Ambience 2021 by clicking on the ™ “Delete” icon under
the “Actions” column corresponding to the desired user.
There is an option to undo the deletion. A notification with an “Undo” button appears
right after clicking on the “Delete” icon.
r 5
Identity AA deleted
Undo
Upon clicking on the “Undo” button, the deleted user is restored and is added back to
the list of users.
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3.3.5. Reset Password

There are two ways to reset a user password. One is during login and the other using
the Identities module.

Use the following steps to reset password using login:

1. Inthe login dialog box, click on the “Can’t access your account?* link at the
bottom right of the dialog box.

Elixir Ambience 1

Username

Password \
2FA Code @ \
Login
A Can't access your account? 4

2. Key in the user name and click on the “Request Password Reset” button. To
abort the action, click on the “Back to login...” link at the bottom right.

! Elixir Ambience

If you can't remember your password, please
enter your username below and press the
"Request Password Reset" button.

An email with reset instructions will be sent to
your registered email address.

Usermame

Request Password Reset
Back to login...

3. A notification will appear notifying the user of the change.

&« C @ O D localhost:1740/simple-sso/reset-password b

Reset request accepted. Please check your email for more details.

Use the following steps to reset password using Identities module:

1. Inthe “Identities” page, click on the # “Reset Password” icon under the “Actions”
column corresponding to the desired identity.

2. A notification will appear to inform you that the password has been reset.
. -

Password reset complete

3. If the email server has been set up, an email will be sent to the user notifying
them of the password reset and supplying them with the new randomly generated
password.

When the user logs in with the randomly generated password, they will be forced to
change the password immediately. This can be disabled by editing the setting in the
Ambience “etc” folder, in the application.conf file.

elixir.Identity {

on-reset {

changePassword = false
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3.3.6. Reset 2FA

If 2FA has been enabled and setup in Ambience 2021, you can reset the 2FA of a
user using the Identity module by clicking on the £ “Reset 2FA” icon under the
“Actions” column corresponding to the desired user.

There is no undo for this action. If the user will need to set up the 2FA again.
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3.4. User

The Users module provides a simple interface to manage user authorization.

Privileges or access rights to the different Ambience 2021 modules can be granted to a
user in several ways:

e Adding the user to a role that has those privileges
e Adding those privileges directly to the user’s set of extra privileges
e Both of the mentioned options

Privileges added through roles and extra privileges are both read in. For instance, if a
user’s role only has the mod-dashboard privilege but the user has the mod-dashboard-
edit privilege as an extra privilege, the user would benefit from both privileges.

Users must be added through this module first before privileges can be granted.
Suspending user access can also be done by disabling users. This action can easily be
undone by enabling disabled users.

Another option for assigning roles to existing users is to use the Roles module. There is
no difference in the effect of role assignments between assigning roles to users through
the Users module and assigning users to roles through the Roles module.

The authentication (or login process) is managed separately (e.g. Identities module or
externally). The name assigned to the user through the Users module should match the
username used by the authentication mechanism to be able to successfully authorize the
user.

The functions of the Users module are:

e Add user
e Edit user

o Change user’'s name

o Enable/disable user

o Add/remove role

o Add/remove extra privilege
e Delete user
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3.4.5. Add User

Use the following steps to add a user:

1. Click on the = “Services” icon on the upper right corner of the page and select
the “Service Chooser”.

%\’BBIENCE Service Chooser

%\aBIENCE Service Chooser

Recent Tl m Administration Latest Messages

@ Dashboards ® API Tokens admin 312212021 19:49:38
) SequenceETL Test Failed
il* Data Mixers B Audit Logs
admin 71712020 9:0:20
£ Datasets &% Dashboard Views XMLReaderETL Test Failed
o= Downloads X peveloper
* ETL Event Logs
2 Exports 7 Identities
= Forms of Licence Deployer
2 GIS Explorers == Ownership
# Imports @ Privileges
i3 Layouts ‘& Roles
& Messages O System Lifecycle
#4 Record Editors B2 Themes
*¢ Recycle Bin - Users
& Repository
1 Scheduler
i System Information
SRy 7

3. The “Users” page will appear.

(€3]
AMBIENCE L Eo]

sarcn | & Add Refresh
Name Roles Enabled Actions *
UserA Administrator, InternalUser, TechnicalUser v £ T
UserB Administrator, TechnicalUser v r
UserTest InternalUser, TechnicalUser v £ T
admin Administrator, InternalUser, TechnicalUser, login v v
admin-test v £ T
test login, tester v £ 0
test1 = £ T

4. Inthe “Users” page, click on the “Add” button on the upper right corner of the
page. The “Add” panel will appear.

Add o corcel

Properties Roles Extra Privileges
7| | wm
l | ] Administrator [ mod-api-tokens ~
Enabled . )
[ InternalUser [J mod-audit-log-viewer

[ TechnicalUser [J mod-banner

[ login [ mod-dashboard

[ tester [J mod-dashboard-edit

[J mod-dashboard-views .
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3.4.6.

5. Inthe “Add” panel, key in and select the following:
e “Properties” section:
o “Name” field — Key in the username created in the Identities module
o “Enabled” field — Ensure this field is selected
e “Roles” section — Selects the appropriate role(s)
o “Extra Privileges” — Selects the appropriate privilege(s)
By assigning a particular role(s) to the user, the user will inherit all the privileges
assigned to the role.
If there is any privilege that the user requires but does not fall in the role assigned
to the user, the administrator can add extra privileges to the user by using the
“Extra Privileges” field. Use this sparingly.

6. Inthe last two sections, you can use the search function at the top of each
respectively section to search for the desired privilege or users. You can also use
the “Select All”, “Select None” and the “Invert Selection” icons to aid your
selection.

7. The newly created user will be listed in the “Users” page.

8. If the email server has been set up, an email will be sent to the new user with a
randomly generated password. The new user will need to change the password
upon login.

If the email server has not been set up, the random password can be found in a
text file in the “/mail” folder in the Ambience root directory.

Edit User

The administrator can edit the roles and privileges assigned to the user.

Use the following steps to edit users:

1.

In the “Users” page, click on the # “Edit” button under the “Actions” column
corresponding to the desired user.

AMBIENCE e =@
search| & - -
Name Roles Enabled Actions ~
UserA Administrator, InternalUser, TechnicalUser v Y aul
UserB Administrator, TechnicalUser v £ 7T
UserTest InternalUser, TechnicalUser @ £ T
admin Administrator, InternalUser, TechnicalUser, login v £
admin-test v P A
test login, tester v y aul
test1 ® ST

The “Edit” page will appear.

Edit Save Cancel
‘ Properties Roles Extra Privileges
(Uert Administrator [ mod-api-tokens ~
Enabled . )
InternalUser [ mod-audit-log-viewer
TechnicalUser [J mod-banner
[ login mod-dashboard
[ tester mod-dashboard-edit
mod-dashboard-views
v

Make the necessary changes and click on the “Save” button.
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3.4.7. Delete User

You can remove a user from Ambience 2021 by clicking on the T “Delete” icon under
the “Actions” column corresponding to the desired user.

There is an option to undo the deletion. A notification with an “Undo” button appears
right after clicking on the “Delete” icon.

®
User AA deleted

Undo

Upon clicking on the “Undo” button, the deleted user is restored and is added back to
the list of users.
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3.4.8. Change Password
Normal users will be prompted to change password on their first log in.

> -
AMBIENCE =t User Settings E@

Password Change Required
UserD (userd@example.com)

Change Email Address

New Email Address

Verify Password
Change Password

Old Password

New Password
Repeat New Password

In the “Change Password” section, key in the old password and key in the new
password twice. Hit the “Request Password Change” button. A verification panel will
appear to request the user to key in the validation code.

%\I\QIIBIENCE =t User Settings E@

Password Change Required
UserD (userd@example.com)

Change Email Address

New Email Address \ |
Verify Password \ |

Change Password

Old Password | ese
New Password | ees
Repeat New Password eeees

Request Password Change

Check your email address Inbox for a validation code
Validation Code |189753

| VeiyPasswordChange
A validation code will be sent to the user’s email upon successful change password
request. Key in the validation code and click on the “Verify Password Change” button.
A message will appear to inform the user that the password change is successful.

r ~

®

Password Change
Successful. Please Sign Out
to Continue

The user will have to logout and login again to continue.
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4. Email Server and Authentication

4.3. Configure and Test Mail Server

When identity is added, an email is sent with randomly generated password to the user.
When a user wants to change the email or password, a verification is sent via email as
well.

If you have not set up an email server, the default behaviour is to store the emails in the
“/mail” folder within Ambience. This is usually for diagnosis or debugging purposes. It is
recommended to set up a mail server at the start.

Below are two examples of how to set up a mail server.
Example 1: Uses Gmail

1. Gmail allows only OAuth2 authentication without weakening security. Visit
https://console.developers.google.com/apis/credentails to set up a “clientID” and
“clientSecret”. Use these to generate a “refreshToken”.

2. Inthe Ambience 2021 root folder, navigate to the “/etc” folder. Open the
application.conf file using a text editor. In the “elixir.mail” section, edit the following
with the information obtained earlier accordingly.

elixir.mail {
smtp = "gmail"
gmail {
host = "smtp.gmail.com"
port = 587
debug = true
ocauth?2 {
userName = "xxx@gmail.com"
clientId = "XXXX"
clientSecret = "YYYY"
refreshToken = "ZZZZ"

}

3. After the above is edited in the application.conf file, start the Ambience 2021 server
and go to Identities module to create a user with a valid email address.
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Example 2: Uses AWS

1. Inthe Ambience 2021 root folder, navigate to the “/etc” folder. Open the
application.conf file using a text editor. In the “elixir.mail” section, edit the following:

elixir.mail {

smtp = "aws"

aws {
from = "<user@example.com>"
host = "<hostname>"
dnsResolver = ""
port = 465
user = "XXXX"
password = "YYyy"
connectionTimeout = 30000
tls = true
ssl = true
authMechanism = ""

debug = false

}

2. After the above is edited in the application.conf file, start the Ambience 2021 server
and go to Identities module to create a user with a valid email address.
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4.4. Use GitLab As Authentication

The Identities module in Ambience 2021 provides a simple mechanism for authentication
(determining who is logging in). If you already have an authentication system, such as an
SSO, LDAP or Active Directory, then it is possible to use that as the authentication
mechanism. This identity management system is built upon OAuth2, which is what makes
it possible to plug in alternate authentication providers.

If an external authentication system is used, the Identities module is not needed and
should be removed to avoid confusion.

This section describes the steps to set up GitLab as the authentication method to log into
Ambience 2021.

The steps are as follows:
1. Create an account in GitLab.
2. In GitLab, add Ambience 2021 as an application under your user.

Note that the URL callback should be http://hostname:1740/authclient. This is
consistent with the setting in application.conf file.

3. Change the hostname on your machine to point to the proper endpoint (i.e., the
added application).

4. Add the user into Users module with the same name that was created in the GitLab
server.

5. Go to Ambience root directory and go to the “/etc” folder. Open the application.conf
file using a text editor.

6. Make the following changes in the “elixir.sso.client” section.

elixir.sso.client {

cookie-name = "elx-amb"
cookie-same-site = "Lax"
openid-field = "name"
openid-scope = "openid email"

service-definition {
elxsso {
authorization = "https://<gitlab-host>/ocauth/authorize"
token = "https://<gitlab-host>/oauth/token"
userinfo = "https://<gitlab-host>/oauth/userinfo"
logout = ${sso-server-baseurl}”/simple-sso/logout"

debug = false

client {
id = "[Your Application ID]"
secret = "[Your secret]"
endpoint = ${sso-client-baseurl}"/authclient"

}
Save the application.conf file.

8. Restart Ambience 2021 server. Open a browser and key in “localhost:1740” in the
address bar and hit the enter key.

9. Log into Ambience 2021 with your GitLab account.

3 August 2021 Page 24 of 28


http://hostname:1740/authclient

AMBIENCE
4. 5. Two-factor Authentication
Ambience 2021 supports Time-based One-time Password (TOTP) Two-factor

Authentication (2FA). By default, 2FA is disabled in the application.conf file. To enable
2FA, edit the application.conf file in two areas:

Ambience 2021 Admin Guide

1. Under the simple-server section, change show-totp = false to true. This is to allow the
login dialog to include 2FA.

simple-server {
clients {

ambience {

secret = "171ccf22-670a-43c2-ac79-05c44bf305e3"

redirect = ${sso-client-baseurl}"/authclient"

#login-page = "" # set resource file here to use a custom
login page for this client

landing-page = "http://"${host}":"${port}"/"

name = "Elixir Ambience"

show-totp = true

}

2. Add a new line in the application.conf file. This will allow User Settings module to
include 2FA setup, in which users can set up their own 2FA.

ambience.user-settings.enable-panel.totp = true
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5. Configure Ambience
5.3. Horizontal Scalability — Nginx

Horizontal scalability is the ability to increase capacity by connecting multiple hardware or
software entities so that they work as a single logical unit.

This section describes the steps to set up horizontal scalability (two web servers and
more) for Ambience 2021 server.

1. Nginx server has been created and configured and running. Its configuration is as
follows:

The path for the configuration for Ubuntu is “etc/nginx/conf.d/nginx.conf”.

Below is an example of the nginx,conf file:

upstream backend {
Server XXxX.XXX.xXxxX.xxx:1740;

Server XXxX.XXX.xXxxX.xxx:1740;

server {

Server name xXXX.XXX.XXX.XXX;

location / {
proxy redirect off;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header Host $http host;
proxy pass http://backend;

}

2. Minimum two or more Ambience servers has been created and configured. Set the
Nginx IP and port into each Ambience server’s application.conf file.

sso-server-baseurl = "http://"${host}":"${port}
sso-client-baseurl = "http://"${host}":"${port}

elixirtech.simple-identity.client-landing-page =
"http://"${host}":"${port}"/index.html"

ambience.web {url = "http://"${host}":"${port} ...... }

Open two terminals or more on different machines.

4. Go to folder where the “elx-stub.jar” file is and run the following command for each
terminal:

java -Dvisualvm.display.name=Ambience -Djava.awt.headless=true
-Dlogback.configurationFile=etc/logback.xml -jar elx-stub.jar
ambience.module.Launcher

The Ambience 2021 servers are successfully brought up.

5. Open a browser and set the URL as per “ambience.web” configured in step 2. You
should be able to open the Ambience 2021 portal.

6. Perform some actions in the browser, such as, edit a dashboard, refresh a page, etc.

Monitor each Ambience server’s log in the Event Logs module. The log for each
terminal shows the log in rotation between one and the others.
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5.4. Deployment

5.4.5.

5.4.6.

Simple Deployment

For simple deployment, a single host is used.

Machine
Some oustomens want this 5o be hitps s

wal aven though it s not axposad o
anyone oulside syslem.

hizpe , g | Ambience Fur
Browser | Mginx Fars| 2021 s MongaDB

nly part 443 neacs 1o b opanad m;ﬁg;ﬁd“; ;?a}::mda ——
on the frewall (open par B0 if you £g 1801, 1802 1o awoid conflict '
want to fadiect hiag o hilps) Ambience 2021 mes 740

Below is a sample Nginx configuration.

server {
listen 442 ssl;
server name bladnoch.elixirtech.com;
ssl on;
ssl Certificate /opt/cert/elixirtech.pem;

ssl certificate key /opt/cert/elixirtech.key;

location / {
proxy pass http://localhost:8080/;

}
In this case, the internal Ambience port is set to 8080.
High Availability Deployment

High Availability (HA) refers to systems that are durable and likely to operate
continuously without failure for a long time.

If the system gets split, one side will have the majority of the machines, and that side
will continue until the problem is resolved. The simplest HA setup will be two
Ambience server and a MongoDB server with a load balancer. A full HA setup will be
two+ Ambience server and one MongoDB replica set with load balancers.

A load balancer (typically Nginx) is on a separate machine.

The diagram below shows a HA deployment.

System [e—————————————

Ambiencs
2021

hitips
pﬂq .1“3

Ambience
| 2021

________________ Maching |

Mmbiencn and MargeDB can be nun on separate machines. Here 4 machines are usad
This coukd be T if the Amibience and MongoDB sysems are alao saparatad
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The Ambience and MongoDB can be run on separate machines. To avoid the single
point of failure, another Nginx machine can be added and the DNA name server can
be setup with an A record for each Nginx machine and a short TTL.

For cost saving, the three MongoDB servers can be replaced by two with one
lightweight “Arbiter”, which does not store data, but acts as the third machine in the
case of a split.

Docker can be used to simplify deployment of these machines, and higher-level tools
(such as, Docker Compose, Kubernetes, etc.) can be used to deploy an entire set of
machine configurations at once. If the management of the deployment becomes
tedious, then it might be worth investing that time to use these tools.

5.5. Other Configurations

You can use the application configuration file (application.conf) to configure other settings,
such as, upload file size, disabling ETL logs, etc.

Refer to Application Config File Guide for more information.
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